Supported 2FA
methods

- Soft Tokens

- Invisible Tokens
- Smart Cards

- Certificates

- eSignatures

Other apps that
can be secured

using HAG

- Salesforce

- Google Apps
- Box

- Amazon web

services

Benefits

» Utilize your organizational identities for on-
premises applications and cloud applications
* Protect against unauthorized access to

v olution Update

Nexus ﬁybr’ Access Gatewa

Using cloud services like Microsoft Office 365 protected with only username
and password comes with a high risk.

Corporate data should be protected using a solution that provides strong
multi-factor authentication, where there is no requirement for managing or
synchronizing user passwords in the cloud.

Nexus Hybrid Access Gateway offers cloud Single Sign-on (SSO) to Microsoft
Office 365, among other cloud applications. Support for several strong
multifactor authentication (2FA) methods provides comprehensive protection
against password theft and unauthorized access.

Through Office modern authentication, Microsoft supports SAML 2.0 based
SSO to Office 365 for the web applications as well as native applications for
desktops and authentication for mobile Office apps. Users can securely
access Office 365 online applications, desktop applications and mobile apps.

By using Hybrid Access Gateway, you avoid the burden and security issues in
managing or synchronizing user passwords in the cloud. To continue to
manage users in your local active directory, Azure AD Connect is used with
no synchronization of password hashes.

» Avoid password synchronization to the cloud
» Strong authentication for web applications,
desktop applications and mobile apps in Office

corporate data due to password theft 365

» Mobile OTP tokens, Mobile on-line tokens and
PKI

» Strong authentication for any cloud application
supporting SAML 2.0

* Single sign-on to Office 365 and other cloud

applications

» Avoid password management in the cloud
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